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Dear Parents/Carers,

The information contained in the following
quide is designed to help you when discussing
and reinforcing positive messages about your
child’s life ‘online.’

As adults, it is our r‘esponsibih’ry to support
our young people in an ever expanding and

diverse digital age.

As young people continue to spend more and
more time working and socialising in a digital
world, it is more important than ever that we
equip them with the knowledge and skills
needed to enable them to remain safe and

confident whilst online.




SMART rules

In school we use the SMART rules for staying safe. These rules are
reqularly promoted, shared and discussed with the children.

IS]|EORISAEE:

Mever give out personal information to strangers on the
internet. Personal information includes things like your
home address and your birthday.

IS|EOR{MEET

Hever ever meet up with a stranger you have met online
unless a parent or guardian has said it is ok and is present.
Hever, never, never, never, never.

IS|EOR]ACCERTING

Don’t open emails from people you don’t know, they could
contain viruses. If you get a strange email from a friend
and you think they might have a virus make sure you let
them know!

IS|FEOR|RELIABLE

Don’t believe everything you read online, check your
facts! Did you read it on a reliable website like the BBC?
Are other websites saying the same thing? Does it tell you
where they got the information from?

ISIEORATE LIS

If you have an online safety problem, make sure you
tell someone. Tell a parent, guardian, or teacher as
SOON You can.




Interacting Online

Follow these 3 easy steps when thﬂg M&u@

1: Connect Conect. | .

Make sure you connect correct by only connecting with
people you know well in your human life! Close friends
and family members would be great. This way you can
make sure only trusted people in your life can see your
posts and chat to you. If you wouldn’t feel comfortable
sharing your personal phone number with them, you
kﬂhouldn’t connect with them online! ')

r2: Be @mﬁve]

Treat people how you want to be treated!

Whether you're sending a text message, posting |
commenting on social media or chattingin a group chat,
always remember to be nice, friendly and positive.

This will not only show you’re a nice person, but will
LHI.S-I:I encourage others to treat you the same!

s:mmwwuﬂéﬂ.

Always remember, that once you've posted or sent something
in your digital life, it can be very hard or even impossible

to take back or delete. Just think if you would be happy for
that pic, video, comment or text to be seen by everyone.

Plus would you want it out there online for the rest of your

life? If you’re not sure........don’t post or send! ,—-’
\




Online Sh'anger‘s

Just like in our real lives, in our digital lives
we also need to be aware of certain dangers.

One of these is online strangers.

It can be very easy for people to pre’rend to
be someone else online.

They could trick you into doing Jrhings you may
not want to, gain personal information about
you or even sugges’r to meet up in person.

To help avoid this from happening, please follow
the simple steps on the next page to always
stay safe.




Follow these 3 easy steps if you get contacted by any
, . Online Sﬁmngw»s
1: Zip ib.

Zip .

Whilst online, remember to keep all your personal
information to yourself. If someone you don’t know
tries to ask you anything about yourself, please
remember to ‘Zip It’. Don’t share anything with them.
This could be your age, what school you go to or
Lwhere you live.

-
2: Block EP..]
The next step is to ‘Block It". This could be blocking up
muting them within the game or social site you are
using, or quite simply putting your device down and
walking away. They cannot continue to ask you
things if you’re not there, plus this will prevent you
from being tempted into answering something that
L}‘I’ﬂ-ll know you shouldn’t. ) o

3: Flag if.

If a stranger does try to contact you or ask you questions,
a trusted adult needs to know. This is because it could be
someone pretending to be someone else or trying to trick
you. 'Flagit' up by speaking to the adults you live with or
possibly one of your school teachers. If someone
responsible knows, they can help you to prevent this
Jrom happening again. )




Cyber‘ Bullving

Cyben-bullying
1: Kesp the evidence,

Keep all
unwanted messages and also take screens shots.

Without the evidence, it’s going to be hard
to get the correct help that you need.

2: Sﬁow ADineone.

If you keep it to yourself, not only could the
cyber-bullying continue, but its likely to get worse.

More options on the next page.
i r
x] | 3: Never ‘ever nafomf
no

As soon as you respond, you’re confirming that you have
than ks their message, they now know you’ll get any others and
you're encouraging it to continue.




Online vs Offline
Getting the Balance Right

Just like all things in our life, we always need fo get the balance right.
Whether it's eating fast food or working too hard, if we get the balance wrong, it's
oing to have a negative impact on our overall health and mindset.

It's exactly the same with your online and offline life balance.

Whether it's after school or
over the weekend, decide suitable screen time chunks
with your family and all stick to it.

2: Mo digital sleepovers

Screens just before bed
will prevent you getting good quality sleep and being
switched on and focused the next day.

Plus, if vour friends
all do the same, no ones going to expect a late reply on
that group-chat.

Find some
offline things to keep you either active or entertained.

Get active, creative or learn a new skill and
maintain a good online Vs offline balance.




Think U Know

Thinkuknow is a website full of really useful information, tips, videos and activities
that you can access to help you and your children to stay safe. It also offers
support and guidance when Jrhings ‘g0 wrong”.

There are downloadable online safe’ry packs that give guidance on topics such as
viewing videos online, cyber security, social media, sharing images, live streaming and
online gaming.

Find it here:
h’r’rps :/ /www thinkuknow.co.uk/

Welcome to Thinkuknow

TH I N K / Thinkuknow is the education programme from NCA-CEOP, a UK organisation which protects

}(J&? 7 children both online and offline.
couksrrsrgrrrssi ff 4 Explore one of the six Thinkuknow websites for advice about staying safe when you're on a phone,

tablet or computer.
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https://www.thinkuknow.co.uk/

Further Online Safety Resources
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